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ENIGMA Timeline

● 1918 First Patent● 1923-4 Machine development & commercial use● Intervening years: Continuous improvement and 
widening of use● 1932 Adoption of TYPE 1 by the Wehrmacht● 1934 – 41 adoption by all parts of the German armed 
forces and security apparatus● 1941 - 45 Ongoing development and introduction of 
the four rotor navy Kriegsmarine machines



  

CODE vs CYPHER

● A CODE is a substitution for a word or phrase
e.g. Q Code: “My location is” = “QTH”● A CYPHER is a character by character 
substitution of plaintext so Morse “code” is in 
fact a cypher● A code requires a CODEBOOK● In general a cypher requires both an an 
ALGORITHM and a KEY



  

Ceasar Cypher

● A single alphabet 
substitution 
cypher● ALGORITHM:
Add (modu26) a 
fixed offset ● KEY:
The number (or 
letter) of the 
offset: 0-25

plaintext

CYPHERTEXT

Modulo 26 subtraction

L I P P S B M Z E V G

D D D D D D D D D D D

h e l l o x i v a r c plaintext

Offset (=3 in
this example)

CYPHERTEXT

+ + + + + + + + + + +

= = = = = = = = = = =

L I P P S B M Z E V G

D D D D D D D D D D D

h e l l o x i v a r c

- - - - - - - - - - -

= = = = = = = = = = =

S T U V W X Y Z A B C

p q r s t u v w x y z



  

Caesar Cypher vulnerabilities
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Belasso/Vigenere Cypher
(1553 & 1586 a.d.)

● A POLYalphabet 
substitution 
cypher● ALGORITHM:
Add (modu26) a 
variable offset ● KEY:
Variable offset 
defined by a 
repeated 
KEYWORD plaintext

T S C D S J W M S V O

M O R S E M O R S E M

h e l l o x i v a r c plaintext

Repeated

KEYWORD

CYPHERTEXT

+ + + + + + + + + + +

= = = = = = = = = = =

h e l l o x i v a r c

- - - - - - - - - - -

= = = = = = = = = = =

M O R S E M O R S E M
Repeated

KEYWORD

CYPHERTEXTT S C D S J W M S V O



  

Belasso/Vigenere Cypher (2)● Performed using either
a Tabula Recta or a 
codewheel● Repeated keyword 
exposes vulnerability to 
guessing the key length● Interleaved Ceasar 
Cypher structure means 
fundamental 
vulnerabilities remain● Remained unbroken for 
three centuries (1863)● Many variants including 
the One Time Pad

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

a A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

b Z A B C D E F G H I J K L M N O P Q R S T U V W X Y

c Y Z A B C D E F G H I J K L M N O P Q R S T U V W X

d X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

e W X X Y A B C D E F G H I J K L M N O P Q R S T U V

f V W X Y Z A B C D E F G H I J K L M N O P Q R S T U

g U V W X Y Z A B C D E F G H I J K L M N O P Q R S T

h T U V W X Y Z A B C D E F G H I J K L M N O P Q R S

I S T U V W X Y Z A B C D E F G H I J K L M N O P Q R

j R S T U V W X Y Z A B C D E F G H I J K L M N O P Q

k Q R S T U V W X Y Z A B C D E F G H I J K L M N O P

l P Q R S T U V W X Y Z A B C D E F G H I J K L M N O

m O P Q R S T U V W X Y Z A B C D E F G H I J K L M N

n N O P Q R S T U V W X Y Z A B C D E F G H I J K L M

o M N O P Q R S T U V W X Y Z A B C D E F G H I J K L

p L M N O P Q R S T U V W X Y Z A B C D E F G H I J K

q K L M N O P Q R S T U V W X Y Z A B C D E F G H I J

r J K L M N O P Q R S T U V W X Y Z A B C D E F G H I

s I J K L M N O P Q R S T U V W X Y Z A B C D E F G H

t H I J K L M N O P Q R S T U V W X Y Z A B C D E F G

u G H I J K L M N O P Q R S T U V W X Y Z A B C D E F

v F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

w E F G H I J K L M N O P Q R S T U V W X Y Z A B C D

x D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

y C D E F G H I J K L M N O P Q R S T U V W X Y Z A B

z B C D E F G H I J K L M N O P Q R S T U V W X Y Z A



  

Is there an unbreakable Cypher??

● GOOD:

– Use Polyalphabetic substitution

– Many possible keys

– Each available key to be random and longer than the 
message

– Use the key only once then discard

– Flat statistics

– A solid Cryptographic System (incl. key distribution)



  

So does this miracle Crypto exist?

The Germans thought so...



  

Kriegsmarine
4 Rotor Enigma

Wehrmacht & Luftwaffe
3 Rotor Enigma



  



  

Steckerbrett

Steckerbrett substantially increases complexity (and 
therefore security) as the wiring could be changed



  

ENIGMA Rotor Set

Entry ring is fixed and mapped straight through (A to A)

Rotors have internal scrambling wiring

The reflector folds back the current path for a second (backward) pass 
through the Rotors



  

Rotor Wiring Matrix



  

Three rotors are cascaded
on an axle

Wiring Matrix can be in any one of 26 positions relative to 
the turnover notch (position of the turnover notch w.r.t. 
letter labels is fixed)



  

Pawl Mechanism for advancing 
Rotors



  

M

J

S

C

J

X

H

P

Z

A
B
C

E
F
G
H
I
J

L
M
N
O
P
Q
R
S
T
U
V
W
X
Y
Z

REFLECTOR A ROTOR II

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y
Z

ROTOR I

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y
Z

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y

ENTRY

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y
Z

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y
Z

M

Q W E R T Z U I O

P Y X C V B N M L
A S D F H J K

Q

P

A

R

C

F

T

V

G

Z

B

H

U

N

J

I

K

O

L

W

Y

S

E

X

D

Q

P

A

R

C

F

T

V

G

Z

B

H

U

N

J

I

M

K

O

L

W

Y

S

E

X

D

ROTOR III

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R

T
U
V
W
X
Y
Z

A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
T
U
V
W
X
Y
Z

S

Z Z

B
U

L
B

 P
A

N
E

L
K

E
Y

B
O

A
R

D
P

L
U

G

B
O

A
R

D

G

M

D

ENIGMA WIRING DIAGRAM

A > M > C > P > H > X > S > Z > J > G



  

Cryptanalytic search space● The number of keys that the Enigma 
architecture is able to generate is set by:

– Rotor wiring

– Rotor selection and order

– The ring setting (notch/turnover position)

– Rotor start settings

– Reflector wiring

– Plugboard settings● The German cryptographers believed the 
Enigma was unbreakable because this results 
in such a large number of permutations



  

Rotor Wiring and Selection

● Each rotor has 26 contacts wired to 26 pins so, 
assuming three rotors and no duplicates, there 
are:

(26!-1)x(26!-2)x(26!-3) possible options:
  

65,592,937,459,144,468,297,405,473,480,371,75
3,615,896,841,298,988,710,328,553,805,190,043,

271,168,000,000

= 6.56x10^79



  

Rotor Settings

● The ring settings (notch position) can be one of 
26 for each rotor HOWEVER the third (slow) 
rotor cannot rotate the reflector so only the fast 
and middle rotors contribute:

26x26 = 676● Each rotor can be placed in any one of 26 start 
positions:

26x26x26 = 17,756



  

Reflector Wiring● The first end of the first wire can be placed in one of 26 
positions and the second end in any one of the remaining 25 
positions HOWEVER a>j is the same as j>a so there are only 
half as many INDEPENDENT options as first appear: 26x25/2● For the first swap there are 13 wires to choose from and using 
say wire #5 to connect a>j has exactly the same effect as using 
any of the other wires resulting in a further reduction in the 
number of INDEPENDENT OPTIONS by a factor of 13. So for 
the first wire there are 26x25/2/13 options● The first end of the second wire can be placed in one of 24 
positions and the second end in any one of 23 positions. The 
same duplications occur so there are 24x23/2/12 
INDEPENDENT options for the second wire... and so on● The total number of options is then:

26x25/2/13 x 24x23/2/12......2x1/2/1 = 26!/(2^13x13!) =7.91x10^12



  

Plugboard● The Plugboard calculation is the same as the reflector 
calculation EXCEPT that letters can be mapped to themselves 
(no wire). This increases the number of options which becomes 
dependent on the number of wires used:

0:                                 1
1:                             325
2:                        44,850
3:                   3,453,450
4:               164,038,875
5:      5,019,391,791,500
6:         100,391,791,500

7:               1,305,093,289,500
8:             10,767,019,638,375
9:             53,835,098,191,875
10:         150,738,274,937,250
11:         205,552,193,096,250
12:         102,776,096,548,125
13:             7,905,853,580,625● Notice the maximum at 11 wires● As we do not know how many wires are used on a particular 

day the total number of options is the sum of all these:

=5.33x10^14



  

In Total...

● Rotor wiring and selection:               6.56x10^79 ● Ring setting (turnover notch position):          676● Rotor start position:                                  17,576● Reflector wiring:                                7.91x10^12● Plugboard:                                        5.33x10^14

=3.28x10^114 available keys

(The naval machine offers 2.33x10^145) 



  

The Cryptographic system
or... How to use the machine... 

● ...it is necessary for both the sender and the receiver 
to agree:

– Which rotors to use and in what order

– The turnover notch position for each rotor

– The Rotor start position in the machine

– Which Reflector to use

– The Plugboard settings

These were distributed as quarterly then weekly then 
daily keys and subject to a randomisation protocol



  

Day Keys 



  

Early Enigma Encryption Protocol

● Set machine according to the day key

– rotor selection, rotor order, ring settings, start 
position, stecker settings● Choose a RANDOM three letter message key● Encrypt the key twice – why???:

– plaintext:       dqtdqt

– cyphertext:  VMOWEK● Reset the wheel positions using the trigram● Encrypt the message using the new settings



  

Early Enigma Decryption Protocol

● Decrypt the dual-trigram using the day key

– cyphertext:                   VMOWEK

– recovered plaintext:       dqtdqt● Check that the first trigram equals the second 
>> machine settings correct and trigram 
properly received.● Use the trigram to re-set the rotor start positions● Decrypt the message



  

Later Enigma Protocol● Setup the machine according to the day key

– rotor selection, rotor order, ring settings, stecker 
settings● Choose one tri-gram from the four available then add 

two random letters ahead to make a five character 
group● Send the five character group IN THE CLEAR as a 
header to the main message● Set the rotor start positions to the selected trigram and 
encrypt the main message● Receive the header, extract the trigram, set the wheel 
positions using the trigram then decrypt the message



  

Enigma Emulator



  

So...how to solve the impossible?

“The objective is not to solve the cypher per se but to 
reduce the number of options to such a manageable 

number that manual methods can succeed”



  

By the time of the outbreak of 
hostilities...● In the 1930s there was no Plugboard and keys were changed six monthly or 

quarterly– A German spy had supplied the French with a training manual and sample 
day keys which helped reveal the operation of the machine and its protocols– By a phenomenal feat of mathematical cryptanalysis the Poles had 
determined the entry wheel, rotor and reflector wiring the Poles exploited the 
repeated trigram protocol– By the outbreak of war the machine mechanics and wiring were known● The same five rotors were distributed with every machine● Three reflectors were available but in practice only one was used: Reflector B● Ten cables were always used for the Plugboard● The repeated tri-gram method was being used to specify the ring start positions 

(used until May 1940)● The same day key was used for the whole of a given network



  

These System decisions reduced the 
number of possible permutations...● Using three rotors from the a common set of five 

reduced the permutations from 
6.56x10^79  to  5!=60 ● Use of only one reflector with known wiring reduced 
the permutations from

7.91x10^12  to  1● Fixing the number of plugboard cables at 10 reduced 
the number of permutations from

5.33x10^14  to 1.51x10^14 

● The total permutations reduced from
3.28x10^114 to a trifling 1.08x10^23



  

Inherent Enigma Vulnerabilities

● A letter cannot be encrypted as itself opening the door 
to “Crib Attack”● The Plugboard is reciprocal which can be exploited to 
substantially reduce the cryptographic search space● The turnover notches were in different places on the 
respective rotors which enabled the determination of 
wheel order● NEVERTHELESS despite the economies of 
convenience, ENIGMA remained a very strong system



  

Bombe Front View



  

Bombe rear view



  

Some Key Decisions

● The Bletchley Park Team made some key 
decisions at the outset:

– Not to depend on the repeated tri-gram

– Exploit the “no letter encrypted as itself” 
property

– Develop the “crib” or “known plaintext” attack

– Cryptanalysis on an industrial scale



  

Crib (Known Plaintext) Attack
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A Bombe stop is only the 
beginning...

● As well as the true “stop”, the Bombe would also make 
“false stops” - the first menu above creates 2,373 false 
stops● Shorter Cribs result in a greater number of false stops● Longer Cribs make it more likely to encounter a Rotor 
turnover● The Bombe output is multiple candidate Rotor orders + 
One Stecker pairing

Much human post processing using checking machines 
(modified Type X) required to identify the correct wheel 

order and all stecker pairings



  

A better Menu?

M

X

P BS

A FYTJ
1 4 14 13

8

I Z R

9 2 7

3 5 6

10

15

Q

1
2

● This menu includes a 
“closure”● Closures significantly 
reduce the number of 
false stops● This menu has 101 false 
stops

Bombe Stops per Wheel Order

Closures
Number of Letters in the Menu

8 9 10 11 12 13 14 15 16

3 2.2 1.1 0.42 0.14 0.04 <0.01 <0.01 <0.01 <0.01

2 58 28 11 1.2 1.2 0.3 0.06 <0.01 <0.01

1 1,500 1,500 280 31 31 7.7 1.6 0.28 0.04

0 40,000 19,000 7,300 820 820 200 43 7.3 1



  

Exploiting Operating Slackness● Repeatedly using the same stereotypical expressions e.g. ANX—German 
for "to", followed by X as a spacer● “Keine besonderen Ereignisse”... Nothing to report● Repeated use of titles and courtesies● Cillies: Using easily guessed keys such as AAA or BBB, or adjacent or 
diagonal keyboard keys● Not allowing a wheel order to be repeated on a monthly setting sheet so 
reducing the options as the month progressed● Some networks prohibited use of adjacent letters as stecker pairs● The re-use of a permutation in the German Air Force METEO code as the 
stecker setting for the day.● The practice of re-transmitting a message in an identical, or near-identical, 
form on different cipher networks● GARDENING



  

SIXTA● Mapping the 
German Comms 
networks● DF analysis● Keeping track of 
all the nets, 
Operators, 
callsigns, 
addressees, 
message history, 
cribs● Data Fusion● The origin of 
modern traffic 
analysis



  

Bletchley Workflow



  

Scale of Operations

● Massive logistical operation● 50 nets monitored by Y and DF stations● Over 2,000 Wrens employed in the process● Over 200 Bombes in the UK in three locations● Similar number in the US with dedicated transatlantic 
cable to commission jobs● Many messages decrypted before breakfast

Skilful use of ULTRA so as not to reveal the 
decryption success



  

Greatest Achievements● The Polish Cypher Bureau's pre war identification of 
the inner workings of the Enigma machine● Decision to use Crib attacks● Design of the Bombe● Development of Traffic Analysis● The sheer scale of the Operation● Ultra handling protocols● Keeping it all Secret until the 1970s

Eisenhower estimated the Bletchley Effort 
shortened the war by two years



  

The END

or maybe not...



  

● Only 270 Enigma 
Machines survive but...● The Russian Fialka 
system was in service until 
the fall of the Soviet Union● Only came to light as 
machines came on to the 
market around 2000● Overcame the 
vulnerabilities of the 
Enigma● Shows great insight
into the Bletchley 
exploitation

Post script...        



  

The END


